
BACKGROUND: 

 

The current version of IBBL’s ICT Security Policy (Version 4) in circulation has been developed 

following Bangladesh Bank’s ICT security guideline for Banks (Version  2), which was released 

on April 2010. Bangladesh Bank recently released updated version (Version 3) of the guideline on 

9th November 2015. The new security guideline from Bangladesh Bank contains major changes 

from the previous one, containing best practices from industry standards.  

The objective of the proposed Information Security Policy (Version 5), is to define and describe 

the responsibilities and required practices for all employees of IBBL with respect to latest 

guideline from Bangladesh Bank, best practices from ISO 27001:2013 and PCIDSS 3.1 standard.   

 

 

JUSTIFICATION: 

Information system is an integral part of business at IBBL. The Bank has made a substantial 

investment in human and technological resources and is committed to safeguard the 

Confidentiality, Integrity and Availability of all physical and electronically generated 

information assets to ensure that regulatory, operational and contractual requirements are 

fulfilled.  

IBBL having largest Branch network in private sector, which is connected by redundant network 

link. In-house developed Core Banking Software provides centralized transaction processing 

facility for all branches. ATM has been established in all branches and offsite locations for 24x7 

customer service. The Bank is also connected with National Payment Switch and other shared 

switch operators for ATM connectivity. Automated clearing house and RTGS platform has been 

developed using own resources to provide instant value to customers. Internet Banking facility 

through web and app are also available to customers for services like fund transfer to utility 

payments. Mobile Banking Financial Service has been implemented to provide Banking service 

to the unbanked population.  

 

IBBL is currently placed in the list of worlds 1000th Banks. Its day to day operations is dictated 

by latest technology implementation. IBBL is considering achieving Industry coveted 

certifications on IT security like PCIDSS and ISO 27001: 2013. These internationally recognized 

standards requires major changes in the ICT policy to ensure IT governance. Therefore, the ICT 

policy has been rewritten using bottom-up approach to address risk mitigation in every aspect.  



The purpose of this policy is to ensure secure usage of Information Systems within IBBL, 

minimize risk, ensure value delivery and protect its stakeholders. The overall goals for proposed 

ICT policy are the followings:  

 

 Ensure compliance with current laws, regulations and guidelines. 

 To establish a secured environment for the processing of data. 

 To establish appropriate project management approach for IT projects. 

 To aware and train the users associated with IT activities to maintain the responsibility 

for ownership and knowledge about information security, in order to minimize the risk 

of security incidents. 

 To ensure the best practices (industry standard) of the usage of technology that is not 

limited to this guideline. 

 To minimize security risks & loss for ICT infrastructure including but not limited to 

ATM, POS etc.   

 Comply with requirements for confidentiality, integrity and availability for all 

employees and users of the IT system. 

 Establish controls for protecting IBBL's information and information systems against 

theft, abuse and other forms of harm and loss. 

 Ensure that IBBL is capable of continue its services even if major security incidents occur 

unlikely. 

 Ensuring business continuity, availability and reliability of ICT infrastructure. 

 Maximize Return On Investment and business opportunities. 

 

SCOPE OF ICT POLICY: 
 

This Policy is a systematic approach required to ensure security of information and information 

systems within IBBL (Head Office and Branches) and all locations from which Bank’s information 

is accessed including home and offsite. It covers information that is electronically generated, 

received, stored, printed, scanned and typed. It will be comprehensively applied to all employees 

within IBBL and all forms of information resources. It describes, individual roles and 

responsibilities to prevent unauthorized access to physical and electronic information, consistent 

with law, regulation, and IBBL’s policies. The policy outlines the responsibilities of those who are 

responsible for implementing, enforcing and abiding by this policy.  

 

 

 



SALIENT CHAPTERS OF PROPOSED ICT POLICY: 

 

IT Governance, Risk Management & Compliance: A key element of IT governance is the 
alignment of business and IT, leading to the achievement of business value, ensure 
accountability, so that IT delivers value to the business and IT risks are managed.  

 
 
The chapter describes how IBBL establishes policy for IT Governance management 
practice, which ensures adequate Board control over decisions, directions and 
performance of IT strategies and objectives. 

 

ICT Service Delivery Management & Change Management: IT Service Management 
covers the dynamics of technology operation management that includes capacity 
management, request management, change management, incident and problem 
management etc. The objective is to set controls to achieve the highest level of IT service 
quality by minimum operational risk. 

 

Infrastructure Security management: This chapter describes how IBBL will manage 
procurement, configuration, operations, and maintenance of information resource, 
hardware and software, whether located in the Bank or at offsite premises, in a manner 
that ensures information security. Change control procedures, virus protection 
procedures, bring your own device (BYOD) and standard configurations of hardware and 
software to be implemented to reduce the Bank’s exposure to unacceptable risks and 
vulnerabilities. 
 

 

Information System Access Control: This chapter describes how IBBL secures access to 
its information assets to ensure that confidentiality, integrity and availability are 
maintained. It applies to all information that the Bank collects, transmits, stores, 
processes, generates or shares to deliver services and conduct business, including 
information received from or exchanged with external partners and clients and also to 
information systems. The detailed on protection of data through wired or wireless media 
and to ensure need-to-know, integrity, confidentiality and availability of information, data 
and information systems that they access. 
 
 



 
 
IT Operation Management: This chapter covers the dynamics of technology operation 
management including asset management, operating environment procedures and 
request management etc. The objective is to achieve the highest levels of technology 
service quality by minimum operational risk. The Bank shall develop technologies, 
procedures and processes for proper safeguard of all its information assets in operational 
environments. 

 

PCIDSS Management: The Payment Card Industry Data Security Standard (PCIDSS) is a 
proprietary information security standard for organizations that handle branded credit 
cards from the major card schemes like Visa, MasterCard etc. This chapter describes how 
the Bank establishes security control for protecting customer’s card data.  
 

 
Business Continuity Planning: This chapter describes how the Bank establishes 
appropriate controls for the actual recovery and continuity in the delivery of required 
services which ranges from traditional IT operations to security and continuity aspects. 
The policy addresses the controls over the IT responsibility of ensuring continuous 
operations of satisfying business requirements to ensure that IT services are available as 
required and a minimum business impact in the event of a major disruption.  

 

In-house Software Development & Acquisition Management: The System Development 
Life Cycle is the process of developing information systems through investigation, 
analysis, design, implementation, and maintenance.  This chapter describes how the Bank 
manages security while developing and implementing in house or outsourced software. 
 
Alternate Channels Delivery Security Management: This chapter describes how the Bank 
manages security risk of customer’s transaction over ADC. This policy applies to 
transactions committed over ATM, Kiosk, POS, IVR, mCash, iBanking etc. by customer.  

 

Information Systems Audit: Information is an asset which, like other important business 
assets, has value to an organization and consequently needs to be suitably protected. 
Information security is characterized as the preservation of confidentiality, integrity, and 
availability. It is achieved by implementing a suitable set of controls following industry 
best practice, which will be policies, practices, procedures, organizational structures and 
software functions. 
 

https://en.wikipedia.org/wiki/Information_security
https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Visa_Inc.
https://en.wikipedia.org/wiki/MasterCard


Human Resources Management: This chapter describes how the Bank establishes 
appropriate processes for the employment of manpower and resources for managing its 
security programs efficiently and effectively. The Bank shall establish necessary processes 
to ensure that suitable and qualified staff and resources are hired in order to effectively 
manage its security investments and initiatives. 
 

 

Service Provider Management: The objective of the Policy is to ensure the security of 
information of IBBL and its Vendors or other entities received from or by or on behalf of 
the Bank where such information is designated as confidential or proprietary or in the like 
capacity, with a view to protecting the Bank from any eventual liability or loss which may 
arise from the misuse of such information.      
 

 

COMPARISON WITH PREVIOUS ICT POLICY: 

Since the proposed ICT policy Version 5 contains major changes from previous version to 

accommodate Bangladesh Bank’s latest ICT security guideline, it would be virtually 

impossible to compare apple to apple like with the previous ICT policy.   Kindly find below 

Key features of new ICT Policy in comparison with previous version. 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Major items  

Added Modified 

ICT Policy V – 4 ICT Policy V – 5 (Proposed) 

Information Security & 

Governance, Risk 

Management and 

Compliance 

Partial reference 

Available 

Detailed Chapter Available with 

compliance to  ISO 27001:2013, 

ISO 20000  standards 

 

ICT Security 

Management 

 

 

 

 

 

 

Available 

 

 

 

 

 

 

All Chapters expanded to comply 

with  ISO 27001:2013, ISO 20000 

and PCIDSS standards 

ICT Operation 

Management 

Software Development 

and Acquisition 

Service Provider 

Management 

IT Service Delivery 

Management 

IT Operation 

Management 

Information System 

Access Control 

Business Continuity 

Policy 

 

 

 

 

Alternate Delivery 



 
 

 

Channels Management  

 

 

 

Not Available 

 

 

 

 

Detailed Chapter Available with 

compliance to  ISO 27001:2013, 

ISO 20000  standards 

 

Human Resources 

Management 

Information Systems 

Audit 

PCIDSS and Debit card 

management 

Information Security 
Standards 

Data Classification & 

Retention 

Contact Center 

Management 

Templates related to 

Change Management & 

Risk Assessment 

Partially Available New Templates developed and 

existing one updated 


